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Data Protection — Individual Rights Policy

General

This policy forms part of the company’s suit of data protection policies. It is drafted so as
to comply with the GDPR (General Data Protection Regulation) which comes into force in
England on the 25" of May 2018 and which replaces the Data Protection Act 1998.

This policy sets out the individual rights of data subjects, including employees of the
company.

This policy will be made public to data subjects.

Legal Framework

The law sets out certain rights of data subjects. Some of those rights only arise in specific
circumstances, whereas others apply in all cases.

The table below sets out individual rights.
The general rights are as follows:-

1. Theright to be informed

2. Theright of access

3.  The right of rectification

4.  The right to erasure

5.  The right to restrict processing

6. The right to data portability

7. The right to object

8. Rights in relation to automated decision making and profiling
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Some of these rights will only arise in relation to certain specific bases for processing.
They are as follows:-

Bases Right to Right to Right to Object
Erasure Portability
Consent v Yy N (but right to

withdraw consent)

Contract

Legal Obligation

Vital Interests

Public Task

<|z|<|z|<
z|z|z|z|<
<|<|z|z|z

Legitimate Interests

If you are unsure about which basis for processing has been used in any given case, you
should refer to the Privacy Notice which will state the basis of processing and will also
summarise which rights are open to you.

The Rights in Detail

1. The right to be informed

Where we have obtained data directly from you, you have the right to be informed of the
following:-

(a) Our identity and contact details.

(b) The identity of our Data Protection Officer (DPO)

(c) Why we are seeking to process your data.

(d) The lawful basis which applies to the processing of your data.
(e) Details of any third parties who will receive your personal data.

(f) Details of any transfers to third party countries and safeguards we have put in
place to protect your data.

(g) Details of who long we retain data for.
(h) The fact that you have certain rights in relation to your personal data.

() The fact that you have a right to complain to a supervisory authority.
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In addition, you have certain specific rights depending on the lawful basis for processing
which we are relying upon. For example, if we are processing data on the “Legitimate
Interests” basis, you are entitled to know what those interests are. Where we are
processing data on the “Consent” basis, you are entitled to know that you have the right to
withdraw your consent.

Most of this information will have been supplied to you through the Privacy Notice which
relates to the processing in question.

If you wish to complain about any matter related to the processing of your personal data,
you may complain either to us or to the supervisory authority.

If you wish to make an internal complaint, you should contact Phill Hutchinson.
If you wish to make an external complaint, you should contact the Information
Commissioner’s Office, whose details are Wycliffe House, Water Lane, Wilmslow,

Cheshire SK9 5AF tel: 0303 123 1113.

If we obtain your data from a third party, we must also tell you what categories of personal
data we hold and must provide the information referred to above at the earliest of:-

(a) One month of us obtaining the data
(b) The point at which we first contact you using that data
(c) If we propose to transfer the data to a third party, prior to disclosure of the data

2. Theright of access

This is very similar to the old subject access regime and allows individuals to have the
right to obtain:-

(@) Confirmation that their data is being processed.
(b) Access to their personal data.

(c) Other supplementary information (largely the information that should be
provided in a privacy notice).

The right to charge £10.00 has been removed and (subject to the below) all subject
access requests must be dealt with for free.
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The time lapse for compliance with a subject access request has dropped from 40 days to
1 month.

Where a request for information is made electronically, the information should be
provided in commonly used electronic format (typical emails with pdf or other
attachments).

Where requests are manifestly unfounded or excessive (especially if they are repetitive)
we can charge a reasonable fee to take account of the administrative costs of providing
the information or may refuse to respond.

Where we refuse to comply with a subject access request, we must explain why we are
refusing and inform the data subject of their right to complain to a supervisory authority
and/or for a judicial remedy. That information must be provided within one month.

The larger the amount of data requested, the easier it might be to argue that a request is
manifestly unfounded or excessive.

Before complying with the subject access request, we must verify your identity using
‘reasonable means”. This is to ensure that we do not send your data to the wrong person.

If a subject access request is made by electronic means, we must provide the information
requested in a commonly used electronic format.

If we hold a large quantity of information about an individual, we may be permitted to ask
you to specify what information you have requested pursuant to your subject access
request. This will help us target your request.

3. The right of rectification

You have the right to have data held about your rectified if, for any reason, it is inaccurate or
incomplete.

Where we have disclosed your data to third parties, we must notify them of any rectification
action which we take.

You may make a request for rectification by post to Phill Hutchinson (Director) Hollow Oak
Nursing Home, Haverthwaite, Ulverston, Cumbria LA12 8AD or by e-mail to
phill@hollowoaknursinghome.co.uk. Your request for rectification should contain sufficient
information for us to understand what data which we hold is inaccurate or incomplete and
what the correct data is. It would also assist if you could explain why the data we hold is not
correct, although this is not absolutely necessary.
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We may have to contact you if there is anything we do not understand in your request for
rectification.

We must respond to a request for rectification within one month, although this can be
extended to two months where your request is complicated.

If you are not happy with our decision about rectification, you may complain to the Information
Commissioner’s Office using the contact details set out above or you may apply to the Courts
for a judicial remedy.

4. The right to erasure

Depending on which basis we use for processing your data, you may have a right to
erasure of that data. This is also known as the “right to be forgotten” and allows you to
request the deletion or removal of your personal data when there is no longer any
compelling reason for us to continue processing it.

The right to erasure applies in any of the following circumstances:-

(a) Where the personal data held is no longer necessary in relation to the purpose for
which it was originally collected and processed.

(b) If you have provided consent to us processing your data and wish to withdraw that
consent.

(c) Where you object to us processing the data and there is no overriding legitimate
interest allowing us to continue processing.

(d) Where we have processed your data in breach of the law.
(e) Where your data must be erased in order to comply with a legal obligation.

() Where we are entitled to processing data pursuant to a right of freedom of
expression or freedom of information.

(9) Where the personal data is processed in relation to the offer of information and
society services to a child. This is unlikely to apply in relation to the company.

We may refuse to comply with a request for erasure in certain limited circumstances,
which include bringing or defending legal claims or for archiving purposes which are in the
public interest or which for the purposes of scientific or historical research or statistical
purposes.

Where we accept a request for erasure, we must tell any third party to whom we have
disclosed the data.
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5. The right to restrict processing

We will be obliged to restrict the processing of your personal data in any of the following
circumstances:-

(&) You have disputed the accuracy of data which we hold. In that situation,
processing of the data will be restricted until such a time as we have established
whether or not the data is accurate.

(b) Where you have objected to the processing of data for the purposes of legitimate
interests and we are considering whether our legitimate interests override your
interests. Again, the restriction of processing will only last for so long as it takes
for us to make that decision, although if we find in your favour, we will cease
processing the data altogether on that ground.

(c) Where we are processing your data contrary to the law and for whatever reason
you do not request erasure of your data.

(d) If we no longer need the data but you require it in order to bring or defend a legal
claim.

During a period of restriction, we may still store your data, but we may not use it.

Where we have disclosed your data to third parties, we must notify them of any restriction
that is in force.

If you wish to restrict the processing of your data, you may make a request by post to
Phill Hutchinson (Director) Hollow Oak Nursing Home, Haverthwaite, Ulverston, Cumbria
LA12 8AD or by e-mail to phill@hollowoaknursinghome.co.uk.

6. Data portability

The right to data portability is a new right which allows you to re-use data we hold about
you for obtaining services elsewhere or for your own purposes. It is designed to allow
easy transfer of your data from one IT system to another.

The right to data portability will only apply in limited circumstances (where we are
processing your data with your consent or pursuant to an obligation under contract) and
also when the processing has been carried out by automated means.

You can request data portability by contacting Phill Hutchinson (Director) Hollow Oak
Nursing Home, Haverthwaite, Ulverston, Cumbria LA12 8AD or by e-mail to
phill@hollowoaknursinghome.co.uk.
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We must provide the personal data in a structured, commonly used and machine readable
form. We must provide the data free of charge. We will send the data to you or direct to
a third party organisation if you request it.

We must comply with a request for data portability without undue delay and in any event
within one month. However, this can be extended to two months where the request is
complex or we receive more than one request. If we need more than one month, we will
write to you to tell you why the extension is necessary.

If we refuse your request for data portability, we must explain why and if you are not happy
with our decision, you may complain to the Information Commissioner’s Office using the
contact details set out above or you may apply to the Courts for a judicial remedy.

7. The right to object

You have the right to object to us processing your data if we are processed on the
grounds of legitimate interests. The right also applies in certain other circumstances, but
these do not apply to the company.

You also have the right to object to the processing of your data for direct marketing
(including profiling) and the processing of your data for the purposes of gathering
statistics or for scientific/historical research.

Your right to object must be sent Phill Hutchinson (Director) Hollow Oak Nursing Home,
Haverthwaite, Ulverston, Cumbria LA12 8AD or by e-mail to
phill@hollowoaknursinghome.co.uk.. You must set out the grounds for your objection
which must relate to your own particular situation.

Upon receipt of your objection, we must stop processing your data unless either of the
following criteria applies:-

(a) We can demonstrate compelling legitimate grounds for processing which override
your interests.

(b) We are processing the data pursuant to a legal claim.

If you object to the processing of your personal data for direct marketing purposes, we
must cease that processing immediately. There are no grounds for us to refuse.

Where we carry out processing of data online, you must be able to raise an objection
online.
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Policy Approved by Phill Hutchinson/Sue Callon

Name:

Job Title:

Manager:

| confirm | have read and understood the Hollow Oak Nursing Home Ltd
Data Protection — Individual Rights Policy
| also confirm that | have sought clarification from my Manager on any issues outlined in

the Policy which | am not clear about.

Signed:

Date:

Please return this form duly completed and signed to your Manager.
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